Abstract-In recent years, methods used to locate and diagnose wiring faults have increased in complexity and variety. However, there is much research yet to take place in order to develop high resolution models for accurately analysis of the effects of small faults, gradual impedance discontinuities, and signal propagation over diverse frequency ranges. In solving these problems, advanced forward models for simulation of various wiring systems and their corresponding challenges have been developed and combined with inversion theory in order to correctly retrace impedance changes from reflectometry data. Particular attention is paid to the chafed shielded wire fault type, which has been of interest because of its prevalence and the challenges it presents.
I. INTRODUCTION
Fault types range widely and include shorts, opens, chafing, corrosion, loose connectors, connector mismatches, connector failures, arcing, and various others as shown in Figure 1 . However, chafing has been identified by major aerospace organizations such as the Federal Aviation Administration (FAA), Naval Systems Air Command (NAVAIR), and National Aeronautics and Space Administration (NASA) as the largest single factor contributing to electrical wiring and interconnect system failures in aging air-and spacecraft [1] . Furthermore, chafing has caused disaster in many instances. For instance, a Boeing 727 recently crashed due to chafing in the fuel boost pump [2] . Forward and inverse solutions specialized to the chafing problem are the focus of much of this research. Fig. 1 . Causes of wiring faults [3] Chafes are the largest single factor in aircraft wiring failures, yet they are one of the most challenging to locate and diagnose. These small faults produce such small reflection signatures that in many cases they are undetectable against the background noise in air-or spacecraft. Results can be attained by using detailed models of the faults and a method to integrate multiple fault models (possibly including measured data) in a unified forward model that describes effects of the fault and its surrounding system. Models of shielded cables are used primarily in this research, where the external environment has little or no impact on the cable, and thus potentially enable location of much smaller faults than have previously been detectable. Shielded cable has far lower impedance variability caused by nearby wires and other factors than the bundled wires that have previously been evaluated, where there is more change in impedance from normal system movement and environment than from the faults. Now, shielding makes it possible to find faults previously unobservable because of measurement variability [4] . This paper evaluates a new inversion method for locating faults in the shields of coaxial cable and other shielded lines. In accomplishing these tasks, direct and probabilistic inversion methods are used, which can also be used to estimate fault and wire parameters. An S-parameter based forward modeling approach can be used, which allows for variation and determination of unknown wire parameters.
II. FORWARD METHODS
First, forward models are necessary in order to predict the reflectometry response of the wire and fault, providing a method whereby the system response can be predicted and the model parameters evaluated. Several different forward models are incorporated and can be used inter-collaboratively in order to obtain an overall result. Forward simulation methods in both the time and frequency domains, as well as other related forms of analysis and experimentation, can be used to provide a better understanding of the underlying physics of the nature of wire faults.
Software simulation, described in this section, is highly useful for investigating the properties of wire faults. Several methods will be discussed, including finite-difference methods, which analyze wires in a cell-by-cell, gridlike fashion, and other network and analytic methods.
Unique aspects of these forward models include their modularity (ability to efficiently integrate data from multiple simulations and measurements), detailed fault models (including frequency dependence of the faults), and the ability to model small faults with great precision while still incorporating them into a full system model (which normally has lower precision for more efficient computation).
A. Finite Difference Method (FDM)
In order to characterize the damaged wire, the fault impedance Z F must be obtained. The Finite Difference Method (FDM) can accomplish this task by modeling a cross-section of damaged cable, as shown in Figure 2 , and numerically calculating the impedance Z F . FDM works by "sampling the voltage potential within some finite simulation domain and then approximating the derivative operation with a finite-difference. When applied to a time-independent partial differential equation, the net result is a linear system of equations that may be readily solved via matrix inversion" [5] . 
B. FDTD
Finite-Difference Time-Domain (FDTD) is a computational electrodynamics modeling technique that solves Maxwell's equations [6] . Because it is a time domain method, solutions can cover a wide frequency range with a single simulation run [7] .
One advantage of the FDTD method is that it can be used for simulation of faults containing graded (gradual) impedance changes along the line. Because many faults contain graded changes in real life, these simulations provide a more realistic method of determining the types of reflections and signal changes that can be expected from such faults. A discretized approach to adjusting the RLGC parameters can be implemented in a cell-by-cell manner, where the resulting characteristic impedance gradually changes across the length of the fault.
C. S-Parameter Theory
S-parameter theory can also be used to simulate faulty wires [8] . In order to simulate the response of the wire system (the forward model), a system of S-parameter equations was derived for the damaged wire case. This case included one chafed section of length x 2 , located at a distance x 1 along a wire of total length x T .
The forward voltage V M (ω) is obtained by multiplying the frequency response V S (ω) of the input (source) signal with the transfer function H(ω) of the system. Time-dependent voltage v M (t) is obtained by using the inverse Fourier transform. The following equations outline the steps taken to obtain v M (t), the simulated time-domain reflectometry (TDR) response:
III. INVERSE METHODS
Inverse methods can be used to determine model parameters, such as fault location, size, and other parameters of the wiring from the measured reflectometry data. Statistical methods, such as Bayesian probability, can be used [9] , as well as more classical methodology such as correlation or gradient methods [10] . Inverse methods often involve complex procedures that linearize or constrain ill-posed problems.
Inverse solutions can then be used to determine the location and nature of the fault by using the forward solutions developed, perhaps in multiple simulations or inversion methods, to compare to the measured data in some way. The inverse methods explored here include time and frequency domain approaches, correlation approaches, gradient methods, and Bayesian statistical analysis. The important focus of these inversion schemes is inversion of very small faults in a complex environment. For our purposes, two leading methods will be discussed here: the maximum a posteriori Bayesian estimation [9] and gradient methods [10] .
A. Maximum A Posteriori (MAP) Estimation
In Bayesian statistics, a maximum a posteriori probability (MAP) estimate can be used to deduce original wire and fault parameters from reflectometry measurements [8] . In this way, faults can be detected, located, and diagnosed with much greater accuracy than in previous methods. This is primarily because not only the existence and location of the fault can be detected, but also the nature of the fault and wire parameters, such as fault size, dielectric permittivity of the insulation, conductivity of the wire, and other factors. For instance, permittivity may not be known in realistic test configurations. This leads to uncertainty in velocity of propagation, wire length, and thus in fault location. Probabilistic methods can determine the permittivity and/or other wire parameters while also finding the fault type and location.
Using the S-parameter forward model, an inversion scheme using Bayesian probability detects the location and parameters of an unknown wiring chafe using reflectometry or Sparameter data. Model parameters m can include wire properties such as dielectric constants, and fault parameters such as location x 1 , width w, and length x 2 .
In this way, prior probability P (m) can be estimated for each variable in the variable set m, either as a Gaussian distribution with mean μ and standard deviation σ M , or as a uniform distribution of equal probability. In this case, the location (x 1 ) and size of the fault (w, x 2 ) can be treated as uniform probability distribution functions (pdfs) in order to treat all locations and sizes as equally possible. This is because location and fault size are unknown, whereas other wire parameters such as permittivity or conductivity are generally known or presumed because more information regarding wire parameters is available, and thus Gaussian distributions centered at presumed valued can be used in prior probability.
The maximum likelihood method can be used to obtain the solution set m 0 which maximizes the conditional probability P (m|d).
Measurements have been taken using several different wire types, including RG58 cable. The accuracy of the MAP algorithm can then be analyzed to determine the limits of fault size and its detectability. Preliminary tests have verified that the code could at least locate very large faults. Similarly, smaller faults can be produced on other cable types, measured, and analyzed using the algorithm.
B. Gradient Methods
Gradient inversion methods-such as steepest descent, conjugate gradient, or the Newton method-can be used in order to minimize misfit error and calculate an optimal solution [10] . In exploring these methods, the Newton method can be evaluated, where the expression for A(m) can be defined using S-parameter theory as in (3), where
The misfit functional between predicted data A(m) and observed data d obs is then defined as
The Newton method involves linearization of the nonlinear operator A by some vicinity of point m:
where F is the Frechet derivative at the point m, and Δm is a variation of the model parameters. Here, the Frechet derivative consists of the partial derivative:
In matrix notation, the updating process occurs as:
The function was programmed in an iterative process, where the value for Δm was continuously updated until a certain convergence criterion was met, which was defined as in terms of percent error (PE).
In this application, measured fault signature size is often relatively very small, as shown in Figure 3 . Because of the tiny size of the measured fault signatures, ranging from 1 to 15 mV for a 1 V input signal in this case, it is necessary to use extremely high levels of accuracy, otherwise the signature can become lost in the noise or nuances of the system measurements. In this case, the level of accuracy used as the convergence criterion was a low P E = 0.01%. This level of accuracy produced results inasmuch as the noise level did not exceed the size of the chafe signature. Noise levels up to 0.1 mV were found to be acceptable with accuracy levels up to P E = 0.1%.
When the noise level is too high, as shown in Figure 3 , the tiny signature becomes buried and much more difficult, if not impossible, to detect. It may be noted here that such low-noise measurements are now increasingly possible because of the development of highprecision instrumentation and the use of shielded coax, the shield of which greatly reduces noise and interference levels.
IV. CONCLUSION
This paper presents novel implementation of inversion methods for locating faults in the shields of coaxial cable and other shielded lines. In accomplishing these tasks, direct and probabilistic inversion methods are used to estimate fault and wire parameters.
Gradient inversion located the faults within 1-2 cm on 10 m lines, which is more than reasonable in practice. Preliminary maximum a posteriori (MAP) inversion results for fault location were found to be accurate within about 10 cm on 10 m lines. Results for fault width were also very accurate, usually less than 1 mm. Results for fault length, however, have been found to have errors of up to 10 mm. Further work is underway in order to determine accuracy of other fault sizes and solutions.
These new methods prove highly useful for simulation and analysis of complex systems. Results can be obtained by using detailed models of the faults and a method to integrate multiple fault models (possibly including measured data) in a unified forward model that describes effects of the fault and its surrounding system. Models of shielded cables can be used, where the external environment has little or no impact on the cable, and thus potentially enable location of much smaller faults than have previously been detectable. Thus, faults can be accurately identified, located, and diagnosed with high precision, providing real solutions for greater safety and reparability in aerospace wiring systems. Location and diagnosis of faults in aging electrical wiring can enable their timely repair, thus preventing costly and potentially hazardous post-failure repairs.
